
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Bug bounty – web application 
(or) Vulnerability rewards program (VRP) 
COURSE BROCHURE 
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Overview 

 A bug bounty program, also called a Vulnerability Rewards Program (VRP). 

 Vulnerability Rewards Program (VRP), is a Crowdsourcing initiative that rewards individuals for 

discovering and reporting software bugs. 

 Bug bounty programs are often initiated to supplement internal code audits and penetration 

tests as part of an organization's vulnerability management strategy. 

 This part is focusing on beginners to share the right path before going to a bug bounty.  

 This phase is for those who have already tried in bug hunting but failed for some reason like 

basic concepts are not clear. 

It will give an idea about, the basics of programming,  

a) Network protocols,   

b) Automation and 

c) Reconnaissance process. 

 

For whom is this course 

 This course is for those who want to build a career ahead in ethical hacking and cyber security.  

 The course is equally benefitted for those who do have networking background and they 

would further would like to strengthen their career with network security/cyber security/ 

ethical hacking course. 

Prerequisites 

Course participants should have a basic understanding of cybersecurity, virtualization, and 

networking concepts. 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Course Content 

 

 Introduction to Bug Bounty 

 Information Gathering Basics 

 Setting Up Labs 

 Introduction to Burp Suite 

 SQL Injection 

 Web Application Attacks 

 Cross site Script 

 Header Injection 

 Client-Side Attack 

 Brute Forcing 

 Exploiting Web Apps 

 Insecure CORS 

 File Inclusion 

 Server-Side Request Forgery 

 Insecure Captcha 

 Automating VAPT & Advanced Information Gathering 

 Documenting & Reporting Vulnerability 

 Conclusion 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
CONTACT US 

Mobile : +91 9940068251 / 58251 

Mail : ramesh@cometcompuserve.com / ilanchezhian@cometcompuserve.com 

Our Students Testimonials 

https://www.cometcompuserve.com/#testimonials
https://www.cometcompuserve.com/#testimonials
https://www.cometcompuserve.com/#testimonials
https://www.cometcompuserve.com/#testimonials

